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Solving Desktop
Challenges in Healthcare

The last decade has seen huge changes in the healthcare industry caused by population
demographics, introduction of new regulations, advances in technology, increased patient
choice and higher energy and transportation costs. The effect of these changes has been felt in
IT departments across all healthcare providers where there has been increased pressure to work
more efficiently, roll-out new projects and initiatives, deliver software updates and provide
greater mobility to healthcare professionals.

This paper will address some of the key challenges presented by Windows desktop management
in a healthcare environment. ScriptLogic has a long track record of helping IT professionals in
healthcare, and provides solutions targeted at the over-worked, under-resourced administrator
with a wide variety of responsibilities. ScriptLogic’s Desktop Authority allows administrators to
address these challenges with a solution that is low in complexity yet high in value. Desktop
Authority provides healthcare organizations the granular control they need of all Windows
desktops and applications helping them to increase efficiency, meet compliance requirements,
and enhance overall security.

The Challenge of Windows Desktops

Management of Windows desktops presents many challenges, some of which are unique to
environments such as hospitals and medical centers, and others which are seen across all
Windows desktop-based enterprises. Tight budgets, high ratios of users to administrators and
constant pressure to “do more with less” are common burdens within healthcare IT
departments, coupled with the ever-increasing focus on regulatory compliance especially the
Health Insurance Portability and Accessibility Act (HIPAA) in particular.

Some of the most frequently-voiced desktop management challenges from IT professionals
working in healthcare include:

e Inability to provide workers with rapid access a set of applications, resources and data as
they roam between many different workstations, based on a centrally-managed policy

e Compliance with HIPAA, especially providing centralized permissions management and
access restrictions around patient records

e Poor tools for providing remote assistance to user desktops, either because they require that the
administrator takes over the whole desktop, or because they lack functionality and performance

e Risk of users removing sensitive data using USB drives and removable storage media

e Rising energy costs, and pressure to reduce wasted uptime
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ScriptLogic’s Desktop Authority

ScriptLogic’s Desktop Authority allows healthcare organizations to effectively address these
issues. It is optimized for the administrator who is over-worked and covers a wide variety of IT
administration tasks, offering low complexity and high value. Desktop Authority provides
healthcare organizations with centralized, granular control over all Windows desktops and
applications, helping them to increase IT efficiency, meet compliance requirements, and
enhance overall security.

In this document we shall highlight specific features within Desktop Authority that have been
used by our many existing healthcare customers to drive down costs, improve efficiency and
achieve regulatory compliance:

1) Provide a Secure, Consistent, Task-Oriented Desktop for Users as they Roam
2) Reduce User Logon Times

3) Protect Inactive and Unattended Desktops

4) Secure the Desktop Environment

5) Excellent Remote Assistance Functionality for one-on-one support

6) Reduce Energy Costs with Centralized Power Management

Let’s look in more detail at each of these features.

Provide a Secure, Consistent, Task-Oriented Desktop for Users as they Roam
Doctors, nurses and many other healthcare professionals roam between desktop locations all
day. They need the ability to access important applications and resources the first time, every
time. Additionally, they need a task-oriented workspace optimized for their requirements, no
matter which workstation they are using.

Desktop Authority’s comprehensive configuration options combined with its patented
Validation Logic technology provides unlimited flexibility in providing a workspace optimized for
each user, group, location and environment, as shown in the follow three examples.

Example 1: Simplify and customize the applications available from the start menu and the desktop.

Description | Shell Falder | Redirect to Folder | validation | Class | oOp

Commaon Common Programs Group  \WFILESERVER 1\H4$$\CommonAppGroup 1

l

e | Validation Logic Description
Shell Folder
ICnmmon Programs Group j

Redirect to folder
I'\'\FILESEFNEFH'\H$$\|:Dmmon~’-‘-.ppl3mup1 ilﬁl
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Example 2: Provide predefined sets of applications and data by redirecting common folders, such as
the Common Programs group. Using Validation Logic, different sets of applications and data can be
provided based on the user’s group memberships, location, workstation, etc.

FOLDER REDIRECTION

Description | Shell Folder | Redirect to Folder | Relocation |
Redirect IE bookmarks to user home dir  Favorites (IE Bookmarks)  H:'\ShellFolders'Favorites  Copy
Redirect My Docs to user home dir Personal (My Documents) H:\Documents
Redirect desktop to user home dir Desktop H:\shellFolders'\Desktop  Copy
<]
[ Validation Logic . [Description |

Shell Folder

IF'ersonaI [My Documents) j

Redirzct to folder

IH:'\Documents Ej

" Reset to Default
¥ Copy any files that exist in the ariginal folder

Example 3: Redirect user’s information to centralized data stores so it is always rapidly
available, even as they move around each building and between sites.

SHORTCUTS

Description | Action | Location | Mame

Remove Program Access and Defaults  Remove Shortcut  User Start Menu Set Program Access and Defaulis
Remove Windows Catalog Remove Shortcut Al Users Start Menu Windows Catalog

Remove Launch Qutlook Express Remove Shortcut  User Quick Launch Bar Launch Outlook Express

Remove Windows Update Remove Shortcut Al Users Start Menu Windows Update

Create User Start Menu Create Shortcut  User Start Menu Company Documents
Create User Quick Launch Bar Create Shortcut  User Quick Launch Bar Company Documents

1 |

[Validation Logic . [Description

Actioh ICreate Shortcut 'I [T Ovenvite

Shortcut Mame Il:ompan_l,l Documents

Shortout Location IUserSlarlMenu j
Target I'\\FILESEFNEH2\StartMenus\SecureStaltMenu1 fyj]

Target drguments I

Start In I fyﬁ]

Shortcut Comment I

lcon File I fyﬁ] Index
Shortcut Key INone RunWindow | Momal -
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Fast Logons

Many organizations rely on logon scripts or large numbers of Group Policies to centrally
configure desktops. These are slow, difficult to maintain and require costly expertise. Using
Desktop Authority eliminates the need for logon scripts, decreases the complexity that often
comes with Group Policy, and can dramatically reduce logon times.

In recent customer situations we have seen examples where Desktop Authority has reduced
logon times for typical doctors and nurses from 2 minutes down to 25 seconds!

Desktop Authority completely replaces complex logon scripts and vast numbers of Group
Policies with centralized desktop configuration from an intuitive graphical interface.

The Desktop Authority splash screen is shown for a few seconds as the user’s desktop
is configured and personalized, replacing complex and slow logon scripts

7.8.0.2211

DESKTOP AUTHORITY® |

N
“DESKTOP

-

Licensed to: Rolls County Medical Center 8o

A0 clients
[scriPTiize a8
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Centralize Desktop Inactivity Policy

HIPAA regulations mandate technical safeguards for access are implemented as stated under
section 164.312 (a)(1) . Healthcare professionals working in a busy environment don’t always

have time to log out cleanly, especially if they get called away in an emergency. Inactive

desktops expose a security risk, and can leave patients’ medical records in the wrong hands.

With Desktop Authority’s Inactivity Timer, shown in Example 4 below, all inactive desktops

(defined by absence of keyboard strokes or mouse movement for a specified duration) will Lock,

Logoff, Shutdown or Restart as needed. Of course, Validation Logic ensures you can define

different policies for different sets of users, and apply them based on user, group, location, time

of day and so on.

Example 4: Inactivity detection allows the administrator to specify patterns of user alerts and when to
Shutdown/Restart/Lock/Logoff during different times of day.

Comment | Elased Time | Ackion | Sound | Timeout | Text

Logoff Sam-6prm 10 Logaff 5 ‘four workstation is idle. IF wou do not respond you will be
Shutdown after Gpm 10 Shutdown 10 ‘our workstation is idle and will be shutdown if vou don't ¢
4] |

Saiipez | Validation Logic Dezcription

r Detection hours

all

Sunday

Monday

Tuezday

iednesday

Thursday

Friday

Saturday

12:004M to 3:004M

Dor't Mariter Inactivite [ |

M anitor Inactivity

Diuration of inactivity before warning [in minutes]: |1 0 _I:

— U=zer warning

Wharning to display:

oun work gkation iz idle. IF pou do not rezpond wou will be o

Sound ta play:
1 al |
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Secure the desktop environment

A very important aspect to healthcare compliance is avoiding data leakage. Unwanted removal
of sensitive data is a huge compliance issue. And because the use of removable media devices
has become one of the most widely used methods of storing data, certain measures need to be
implemented to prevent this type of breach. Healthcare organizations need a system in place to
prohibit or monitor the use of these devices. Copying data, introducing viruses, and installing
illegal software on the company network are all issues that must be addressed, and Desktop
Authority’s USB & Port Security (shown in Example 5 below) tackles these issues head-on. With
granular control over each device type, healthcare organizations can limit usability of certain
devices to “read” but not “write” or allow users to “read” CDs or DVDs, but not “burn” them.

This granular control also allows you to set file permissions, clean out temporary folders on
logoff, use Security Policies and keep desktops patched. The following examples demonstrate
several features of Desktop Authority used to secure the desktop.

Example 5: Desktop Authority Provides policy-based lockdown of USB, storage and
communication devices with multiple levels of security to allow complete access or denial to
certain device types.

Edit Permission Sets x|
Permission Sets Permissions

Adrins [ Device | Allow Read | Allow Write | Alow Ful Control | Deny Full Control =
L BlackBerry Devices | [
B eetocth Controller L M
COOVD Readerspw |7 o u u
o= Firewire (1394) Con [ M+
# Frewire (1384)Stor~ [7 ] [ L
b Flopoy Disks [ I u u
# Hard Disk Drives ~ I - [
& Infrared Ports [ [
IoMega devices (Zip 7 [ [ u

£l Me3 Players [ ol L
&l Modems r M
5 PCMCTATCardbis C [ Ed
@ Paim 05 Devices (2 u i
7 Parallel Ports o d
L Pocket® Devices (i [ =
EH pemovable Storsge + I [ u
_,'? Serial Ports [ =
#e 158 Ports [ [
S UISE Printers o cd
 LISB Scanners || [+
# LISE Storage F I r u

-'erl Denvices [ = =

4| r

Add Rename |  Delete | I Disable sl LISE Devices (except HID) Cancel
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Example 6: Prevent users from overwriting key application configuration information or data
files by customizing file permissions to critical directories

Prevent write over Secure App Data

i |

chart\LocalCache

|"«-"a|idatiu:|n Logic . | Description

Tupe Action
|File / Folder =] [tppend =]
Path

IE:'\F‘IDgram Filez\Healthchart . LocalCache

Inheritance

IDD nat allows thiz abject ta inkherit from parent and discard inherited permizsions ﬂ

Permizsions
Frircipal | sip | allow | Dery
JRZ008DEMONDomain Users  5-1-5-21-35774621 92564641 R95-590002974-513 FRwWXM

1| | »
Add | iediy Delete |

— Propagation

IAppIy ta thiz ohject and allow all child objects to inherit ﬂ
Child object ta include:

IFiIes and Folders 'I

Example 7: Prevent opening security holes for your web based applications by securely wiping
browser information, including temporary files, history and browser cookies, when the user logs

off.
orary Internet Files @ Logoff ¢chellCa
Wipe Internet Cookies @ Logoff Delete sshellCookies
Wipe Internet History @ Logoff Delete sshelHistory
Backup changed documents on laptops at logoff  Copy schelPersonal =% H:'BackupMy Documents

4 I I
|"v"alidation Logic . | Description

Operation I Delete - I

Source Folder |$SheIIEache

Source Filg[s] I

— Options
¥ Include subdirectories ¥ Delete read-only files IV Perform delete aspnchronously
¥ Continue on emar ¥ Rediract to 32 hit folder on 64 bit 05's

V! Include hidden spstem files

™ Only files; I 'I

V! wipe disk area to DoD-3 spec
¥ Show progress bar
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Example 8: Scan your users’ desktops for missing patches for both Microsoft and select third-party products.

Desktop Authority

Bessessing computer for rissing pabches. .

Do mok shut dowen or restart your computer
unitil thiss process is complete.

[SCRIPTI 3}

Example 9: Allow users that do not have administrative privilege on their local desktops to use
applications and access resources that require a higher level of privilege.

Description | Filespec | Args | Cyde | Cyde Data |

Launch Notepad  C:'\Program Files\Dental'\PrivilegedApp.exe E 2

1
lm (Validation Logic . [Description
Filezpec
IE:"\F'ru:ugram Filez\DentalhPrivilegedipp. exe :EJ
Arguments

E Hun az Adminigtrator |

Hide any zcreen output
W Launch asynchronously
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Advanced remote assistance for individual users
The Remote Management function in Desktop Authority, shown below in Example 10, provides
best-of-breed remote assistance capabilities for individual user support.

Many situations can be diagnosed and fixed without disturbing the user at all. For example,
runaway processes taking 100% of CPU cycles, or services that have stopped. The administrator
can explore the file system, registry and applications that have been installed, and transfer files
to and from the desktop. They can run a remote command prompt to run instructions directly
on the remote desktop, and then review performance statistics and health analysis. If the need
to interact with the user arises, a chat function is available, or they can monitor the user’s
screen. And if necessary, they can take over the remote desktop completely and even blank the
remote user’s display if they need to perform privileged tasks.

Multiple levels of administrator privilege are provided so that only approved administrators can
carry out privileged operations like shadowing a desktop, or deleting files, and the user’s
permission is usually required before the support staff see the contents of their screen.

Example 10: Desktop Authority’s best-of-breed remote assistance capabilities go far beyond traditional remote
control and gives administrators complete authority over the remote desktop, including background access to the

file system, services, programs and system status without interrupting the end user.

A RD3 - DA Remote Management - Microsoft Internet Explorer | =101 x|

= F T A———— i 10:03:26
.Elesns?‘mf‘omr} . e » RD3

& ros
) Home
') Remote Control
!:5 File Transfer
% Help Desk Chat
= ¢ Computer Manapement
_] Fil: Managar
[0 User Manager
[E) Event Yiewer
L'J Sarvices
[ Processes
!_] Drivers
[} Regetry Editor
) command Prompt
[ reboot
[} Monitor Host Sereen
{3 &P Updats
H i Computer Settings
w1 Server Functions
-4 Scheduing & Alerts
= B Performance Monitoring
[0} cruLoad
[ memory Load

[0} oisk 5pac «l
‘I L - — - ..Iil—l

[&] Applet RemCrrl started i T ke

) ,,j s Rocumentl - Microsoft W

Home Insert Page Layout References Maings Review
Times New Roman 13- = = - }E = L'_' ':: i! !
BIH‘M:‘,X'!%‘M-E"-:E‘

7 % A AcfA X S @] | s

Clipboard = Font fa Paragraph fa
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Example 11: Desktop Authority gives the administrator complete control over how the remote management agent
is deployed to desktops, including configuration of role-based privileges for junior administrators.

% Desktop Authority 7.8

| Ble Edt Wiew [olsBased Administration  Remots Management  Hslp

+

¥

g Qocrwe ]
B Security Polcies - x|
LISB/Port Security
Wiridows Fravwad REMOTE MANAGEMENT
= £ Configuration Management
1) Blests Description | Action | Port | Tray lcon | &kernabe Location | Permissions
€, Common Folder Redirection Help o
Y3 Display 1] |
i Drive Mappings {
BB Enviconment |EEERE, (Advanced | [VakdetonLogic | | Desciipion .
I\ File Operations ; = 1=
. FilejRegistry Permissions Action | Install {
% Folder Redirection Poa. [2000 '
L General
H Group Polcy Templat [ Display Tray fcon
(1] I Fies [T Uze altemate Deckiop Authorty. e location:
B Trternet Explorer Settings I ﬂ
i) Legal Natice
7 Logging Agcess Control
| T Message Boxes UserorGroup | 51D | B Usemame | 34 Passwoed | Permiss
09 Microsoft Office Settings HelpDeskTachs GR00n0
I Miosoft Cudook Profiles DeskiopAdring 000000
{2 Microsoft Cuthook Settings
Path i | 3
= Printers - 2
¥, Rogit B aed | wesy | peiete |
3 srubcms’ " ¥ Grart ful control bo administraton:
555 Te Synchvoniiition [T Ask peamezsion lrom the inberactive used
-9 Mwﬂ ¥ Open port in Windows Frewal to allow remote management =
W Inactivity #|| ¥ Enable Remete Registry Service [must be ensbled foe Vista) b |
For Help, pressFL (T 1N A
0GIC,
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Power Management

The Environmental Protection Agency estimates that 58% of the time, machines are left inactive
throughout the business day and only 38% are actually turned off after hours. And most
healthcare organizations simply do not implement power management because they do not
have the granular ability to manage it. Desktop Authority’s power saving settings help alleviate
this wasted energy and give more comprehensive control. The Power Management element
allows administrators to easily create, modify, or remove Windows power schemes, and
provides power saving options such as Standby/Hibernate and turning off monitors and disks.
This setting makes it possible for organizations to ensure participation in power saving programs
across the organization and in turn, save energy and money.

Example 12: Centralized management of power savings policies provides complete
control over desktop behavior. Different policies can be targeted at different desktops
and groups of users based on their needs and work patterns.

m | Wabdation Loge .| IDiescepton

Achon

[Coemte oty =l

Paswer schema name

[Dembop.ﬁ.ui'mly Puowwset Sckezme j

Hibesnabon ey Ophons
¥ Ersbls hibemation

Prowsst Raattosn opbior

¥ Prompl bor paciweond when compubel sepumes: fnom thandty

Phugged bn

wihver | choss the b of my portable computer  [Leswe dlore =| [t =l
wiheen | puess ihe povest button oo my compulst [Hibermate =] [Hbmnate =]
When | precss the theep bulton on sy compter: [Siang =] [see El
Powwnt scheme oplions
"When comgeter it Flagged In Rurining on baltesies

Tuam off monibor. [anes 10 vt =] [arei & wrnse: =]

Tuem off chiks MELT [atter 10 marres =]

Syatem wtanhy |Ane 30 mintes x| [ atter 15 minees =)
Systes hibemates [ares 45 miewses =] e
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Other Functionality in Desktop Authority

The Desktop Authority family of products reduces the cost of managing the Windows desktop
and eases the administrator’s burden in supporting the desktop lifecycle by enabling
administrators to proactively control, inventory, secure, and support desktops from a central
location. This solution provides enterprises the granular control they need over Windows
desktops and applications to increase IT efficiency, meet compliance requirements, and enhance
security. Desktop Authority reduces the total cost of ownership for Windows desktops by
reducing help desk calls, managing power more efficiently, restricting the use of removable
storage, and keeping desktops patched and secured.

Desktop Authority provides the administrator with a complete set of desktop configuration
features for all Windows clients including Vista. These include:

e Graphical interface which eliminates the hand-coded logon scripts
e Software and Application Installs and Updates

e Patch Management and Distribution

e Spyware Detection and Removal

e Advanced Remote Assistance

e Lock down and restrict USB and other ports

e Manage the Windows Firewall

e Centralized Power Management

e Manage connections and mappings to file servers
e Add and Remove Printers

e Manage desktop and menu shortcuts

e Manage and create Outlook profiles

Key Benefits of Desktop Authority:

Save Time: Implement a desktop management solution that is simple to install and does
not require the purchase of additional consulting services.

Stay Secure: Lock unattended workstations. Control and audit activity on external drives and
avoid having patient information, passwords, and other important records removed from your network.

Reduce Cost: Lower energy costs by implementing power management option such as
standby/hibernate and turning off monitors and disks.

Be Compliant: Grant granular access rights to users and administrators based on security
boundaries.

Gain Control: customize desktops and applications based on date, time, location, OS
version and many more desktop and user properties.

B b o —
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Conclusion

With regulatory compliance issues on the forefront of all healthcare agendas, it is essential that
certain safeguards be implemented to protect sensitive data. Tackling these compliance
concerns, as well as allowing the administrator to “do more with less” addresses the never-
ending problems that most healthcare organizations have in IT: manpower and budget. With
ScriptLogic’s Desktop Authority, administrators of all skill levels now have the necessary tools in
place to effectively secure sensitive information, provide quick access to applications for end-
users, troubleshoot desktops remotely, and help reduce energy costs. So whether it’s HIPAA
compliance mandates or fundamental desktop management concerns, Desktop Authority will
simplify, automate, and centralize the desktop lifecycle from beginning to end.

About ScriptLogic

ScriptLogic Corporation is a leading global provider of systems lifecycle management solutions
for Microsoft Windows-based networks. ScriptLogic’s award-winning suite of Desktop
management software, Server management software, Active Directory management software,
and Help Desk software products help empower network administrators to proactively save
time, increase security, and maintain regulatory compliance. More than 23,200 customers use
ScriptLogic solutions to manage approximately 5.7 million desktops and 138,000 servers.
ScriptLogic solutions benefit any size network in any industry. ScriptLogic, headquartered in
Boca Raton, Florida, is a wholly owned subsidiary of Quest Software, Inc. (Nasdaqg: QSFT). Reach
ScriptLogic at (561) 886-2400 or on the Web at http://www.scriptlogic.com.

Resources
More information on the ScriptLogic solutions listed in this document, as well as a 30-day fully-
functional evaluation are available on our website.

e Desktop Authority — www.scriptlogic.com/da
e Healthcare Vertical Solutions — www.scriptlogic.com/healthcare
e HIPAA Compliance with ScriptLogic — www.scriptlogic.com/hipaa

14 | Solving Desktop Challenges in Healthcare KHidiocic]



